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Enterprise Video Surveillance

Security and surveillance are increasingly required for all organizations worldwide. Governments, enterpris-
es, financial institutions, and healthcare organizations are expected and required to have higher levels of

Cha"enge: security and monitoring measures. These enterprise environments are seeing escalating demands for robust
video surveillance systems to monitor and record borders, ports, transportation infrastructure, corporate

Enterprise organizations campuses, educational facilities, public places, buildings, and others.

operational requirements and

security objectives bring unique It used to be that recorded video was used primarily for incident forensics for law enforcement or prosecu-

challenges that demand a different tion. Today, with innovations in technology, intelligent video surveillance enables organizations to take

type of video surveillane system. action in real time in emergencies or other situations.

With capabilities like object and facial recognition, video surveillance systems now offer greater insights that
feed directly back into organizations’ operations and security capabilities. With these emerging capabilities
comes the need for advancements on the technology side.

Enterprise NVRs require many times more storage capacity and sophisticated processing in order to perform
advanced analytics and the manage the combination of multi-megapixel recording and extended retention
times stretching into months and years. These enterprise video surveillance installations come with rigorous
performance, reliability and operational requirements that exceed the baseline of traditional video surveil-
lance solutions.

In this application note we will outline those unique attributes and show how they bring compelling
benefits to enterprises and organizations at every level.
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Scale Out NVR's To Add cameras and retention
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Enterprise Hard Disk Drives (HDDs)

Enterprise organizations are facing growing pressures. Data volume is expanding, operating costs are rising,
yet budgets remain flat. Enterprise class hard drives are engineered to thrive under the unrelenting
demands of always-on video recording and access. Western Digital Ultrastar® Enterprise Class HDDs handle
extreme heat fluctuations, equipment vibrations and 24/7 writes. Ultrastar HDDs leverage advanced
technology to deliver world class video recording rates, rapid access times for video retrieval and rock-solid
reliability with zero frame loss.

Enterprise HDDs:

UltraStar Enterprise drives deliver
advanced performance and
reliability HDDs:

« Quicker Data Accessibility

« Up to 10x Lower rate of error

« 1.5 to 2.5x Higher mean time

between failure hours

« 3X Higher workload rating

- Secure Erase (SE) technology

HelioSeal® technology enables Ultrastar HDDs to deliver one of the lowest power profiles in the industry,
helping IT and Security Directors meet eco-environmental goals and requirements. Designed to handle
workloads up to 550TB per year, Ultrastar HDDs are capable of handling 24/7 video recording and retrieval.

Ultrastar HDDs high reliability of 2.5M MTBF and 0.35% AFR reduce costs with fewer failures and less service
needs. Western Digital Ultrastar HDDs deliver the performance, reliability and protection required in Arxys'
surveillance solutions.
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Enterprise NVRs:

VideoX Enterprise Appliances
deliver resilient video recording
with N+1 Resiliency:

« Hot-swap & redundant power &
cooling modules

« Hot-swap & redundant storage
and system drives

» Double parity protection +
battery backed cache &
hardware XOR

« Online Capacity Expansion
(OCE), Check Consistency, and
Patrol Read Repair

Solution:

Enterprise organizations opera-
tional requirements and security
objectives are best served by
enterprise NVRs empowered with
enterprise hard drives.

- Enterprise drives have unique
attributes designed for higher
performance and reliability.

« Enterprise NVR appliances are
engineered for exceptional
performance and high levels

Enterprise Video Appliances

Arxys'VideoX© Appliances deliver hardware accelerated technologies like video motion detection and
encryption to drive enterprise grade video surveillance recording for leading VMS's in a powerful, efficient
and high-performance network video recorder appliance.

Arxys uses exclusively Enterprise class HDD'’s and SSD’s in all VideoX Appliance Network Video Recorders,
from our professional to our enterprise line. So every VideoX NVR brings the enterprise class data protection
and performance of Western Digital Ultrastar drives. But the VideoX Enterprise Appliances deliver an
additional advanced suite of technologies that are purpose-built to solve the complex needs of enterprise
video surveillance.

System Resiliency

Arxys VideoX Appliances help deliver security system resiliency with a modular architecture that eliminates
critical single points of failure in high stress hardware components. These foundational modules are the
most likely to experience failure. VideoX appliances eliminate these single points of failure with an N+1
modular system. VideoX Appliances feature advanced data protection features to ensure forensic grade
recording and always-on 24/7 video protection. Enterprise features ensure the system you rely on to deliver
security and protection itself is secure and protected from failure and errors.

Hardware Accelerated Encryption

All VideoX NVRs support hardware acceleration of AES and integrated TCG 2.0 for end-to-end encryption.
Hardware encryption gives your security environment faster, more affordable data protection, and greater
security; making pervasive encryption feasible in areas where previously it was not. And with optional
FIPS-140 encryption and overall system hardening processes, enterprise organizations can implement even
more comprehensive cybersecurity. Hardware accelerated end-to-end encryption from the Ultrastar hard
drives through the chipset, OS and VMS brings modern cybersecurity to the world of physical security.

Ensuring the security and integrity of all Arxys installations is our top priority. We want to minimize our
customers’exposure to risk by ensuring our software and hardware is secure by design, secure by default
and secure by deployment.

Summary - Secure Your Surveillance

Not all hard drives nor network video recorders are created equal, just as not all security installations are the
same. The unique operational requirements and security objectives of today’s enterprise organizations are
best served by enterprise NVRs empowered with enterprise hard drives. Enterprise drives have unique
attributes designed for higher performance and reliability. Enterprise NVR appliances are engineered for
exceptional performance and high levels of reliability. Bring the two together and you have the Arxys VideoX
Enterprise NVR Appliances. Solve your advanced video surveillance challenges today and stay protected for
the future.
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